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Trusted PeripheralsTrusted Peripherals

TPM

Trusted Secured KVM

Trusted Keyboard

Trusted PC with trusted ports

The goal – No exposed ports

Trusted 
management 
system

LAN
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Modular KVM Combiner  
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Modular KVM Combiner  

USB-USB Cable

Audio Cable

DVI-DVI Cable

Green LAN

Green PC

DVI-DVI Cable

USB-USB Cable

Blue Docking Sta.

Blue LAN

Red LAN Purple LAN
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Network Overlay Appliance (NOA)Network Overlay Appliance (NOA)

Network RouterNetwork Ports

High speed crypto

Unified LAN port

Standard LAN switch
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Modular KVM Combiner + NOAModular KVM Combiner + NOA

Network Ports

Low speed crypto

Unified LAN port

Managed LAN switch

4-Ports KVM Combiner
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Tactical Products PortfolioTactical Products Portfolio

Applications

• Nuclear Submarines

• Battle ships

• Aircraft carriers

• Early warning / airborne C4I aircraft

• Military vehicles
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HSL Products in UK Astute Class Nuclear Submarines

Tactical fiber 
switches

Ship-borne 
servers

User 
workstations  

(TTCM)

Sensor / radio 
interfaces

VoIP COM 
Terminals

MPP Signal 
Processor

Under 
development:
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TTCM – Triple Thin Clients Module

Features

• 3 highly isolated thin-client 
computers

• Each with internal managed switch 
and Giga fiber LAN

• Computers running Linux OS

• TEMPEST approved for nuclear 
subs

• Integrated isolated KVM

• Support for touch screen, track ball 
and biometric

• TEMPEST power supply

• Lowest power consumption – 10W

• Intel Atom modules under 
development

Use
User’s workstation supporting large 
LCD panels keyboard and trackball. 
For tactical ships, subs, and aircraft 
use.
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TEMPEST Fiber Switch

Features
• Most advanced ship-borne 
tactical switch
• Highest density – 48 Giga 
ports in 1U
• Modular - 2 highly isolated 
(red-black) modules
• Support commercial and 
NATO SFP modules
• Layer-2 highly managed 
(Layer-3 under dev)
• TEMPEST approved for 
nuclear subs
• Dynamic fiber back-bone 
with fast disaster recovery
• Very low power (2 x 25W)

Use
Data / VoIP / Video Fiber 
switch for tactical ships / subs 
/ aircraft use
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Advanced Tactical VoIP Com Terminal ICSV-200

RS232

Optional Video In

Optional Video Out

Fiber/Copper
LAN A

DC input Main

Fiber/Copper
LAN B

Fiber/Copper
LAN C

Fiber/Copper
LAN D

DC input Essential

DC input Emergency

USB 2.0

USB 2.0

Speaker Out

Video Camera

7” TFT display with 
touch-screen

Biometric sensor 
(Optional)

Ambient Light 
Sensor

NATO Headset 
jack

Environmental 
monitoring module 

(Optional)

Internal speaker / 
ringer

Optional

Features
• Integrated video camera 
• Open platform running Linux OS.
• VOX Capabilities. Dynamic ambient 
noise compensation. ANR
• Environmental sensors module 
monitoring in real-time operator 
parameters such as: Light, Temp, 
Humidity, %CO1, CO2 and Smoke
• Power Over Ethernet (PoE)
• Up to 3 isolated Fiber / Copper LAN 
interfaces
• High resolution color TFT 7” display 
with touch-screen
• Encrypted voice and video support 
Supporting SIP, H.323 and MGCP
• Multiple upgradeable CODECs 
libraries including G.711, G.723, 
G.729, MP-3, MP-4.
• User authentication module using 
smart-card and biometric sensor

Use
Internal / External COMs and video 
conferencing user workstation
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Radio Interface Box CIS180 

Features
• One radio can be interfaced with 3 
isolated networks
• Two Giga bit LAN interfaces (SFP 
supporting Fiber or Copper modules)
• 100Base-T copper LAN supporting 
Power Over Ethernet (IEEE 802.3af)
• Radio I/F outputs supporting most 
HF/VHF/UHF/SAT radio
• Multiple serial ports (RS-232, RS-
422, RS-485, RS-530, X.21)
• 16 programmable discrete I/O
• Running Linux OS. Open SDK to 
develop new functionality
• Very low power consumption (12W)
• Analog video input
• Analog video output
• TEMPEST certification 
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Use
Designed to interface legacy (non IP) 
radio with modern fiber based ship 
networks.
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Ship-Borne Signal Processor / Server

Features
• Up to 1024 Pentium class cores in 
3U enclosure
• Up to 1GB of DDR2 for each core
• 3,072 billion operations per second
• Fast mesh between processors with 
coherent cache and message passing
• Very low power – 1/3W per core!
• Multiple 10Gbps fiber and Infiniband 
interfaces
• Highly modular and scaleable design
• Liquid cooled with redundant cooling 
and power systems
• Running multi-core Linux OS
• First MPP Super Computer for 
tactical ship / sub use

Use
Designed to provide massive signal 
processing and computational power 
for submarines and airborne platforms. 
Typical uses: Sonar, Radar, SAR, 
ELINT, Code breaking

The lowest power – highest density special purpose 
server for military applications
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Ship-Borne Signal Processor / Server Line Card
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Ship-Borne Signal Processor / Server – Module 
Spec. (confidential)

64 cores 
Processor

DDR2 – Bank 0

DDR2 – Bank 1

Power Supply

10G PHY
XAUI

Boot Flash

Backplane

PCI-e

Infiniband

Line Card Block Diagram

X4 in each card



1/7/2012 35

����  �����:
• ���	�  �
� :www.highseclabs.com

•���  ����  ����" �aviv@highseclabs.com

• ���" ������  ���


