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Scope

This presentation provides initial introduction information about HSL’s new 
Secure KM Switch product.

The challenge

To provide users with single set of keyboard and mouse, access to 
multiple highly isolated PCs, each having one or more displays attached 
to it directly.



8/26/2011 3

1. The Challenge

2. Current solutions

3. Product requirements

4. HSL Solution – K304

5. Certification

ContentContent



8/26/2011 4

1 1 –– The ChallengeThe Challenge



8/26/2011 5

The challenge The challenge -- Trader workstationTrader workstation
7 Displays

Bloomberg 
Keyboard

Left side 
Keyboard

Right side 
Keyboard

4 Mice

1 User
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The challenge The challenge -- Operations roomOperations room

5 Displays

5 Keyboards 
and mice

1 User
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2 2 –– Current SolutionsCurrent Solutions
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Current Solutions Current Solutions –– 11. Multiple keyboard and mice. Multiple keyboard and mice

Advantages

• High security (if 
user does not do 
mistakes…)

• Low cost ($80 for 4 
channels)

• Zero installation 
and support issues.

Disadvantages

• Large desktop 
space.

• Bad usability.
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Current Solutions Current Solutions –– 2. Secure K2. Secure K VVMM

Single User Display

DVI
USB 
KM

DVI DVI
USB 
KM

USB 
KM DVI

USB 
KM

Secure KVM

Advantages

• High security (if 
proper Secure KVM 
is used)

• Medium cost ($800 
for 4 channels)

Disadvantages

• Switching is not 
intuitive.

• Single display –
unusable for many 
applications (e.g. 
traders).

* Note: It is possible to use only KM function and connect displays directly to computers.
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Advantages

• Low cost

• Easy to use

Disadvantages

• Security disaster –
not suitable for 
isolated networks.

• Requires software 
installation in each 
host *. Same OS.

Current Solutions Current Solutions –– 33. Software + USB Cable. Software + USB Cable

* Note: In trading applications 
some of the services are 
provided through closed pre-
installed computers / terminals.
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Advantages

• Small device

• Desktop remote control

• Hardware device – OS 
independent (supports 
Bloomberg and Sun)

• Selected channel number 
display

• Virtual Display mode

Disadvantages

• Security issues – not 
isolated. Cannot be certified.

• Usability - No dual-head or 
quad-head support

Current Solutions Current Solutions –– 44. Adder TS. Adder TS44

Pricing:
TS4 unit $540
Remote unit $160
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3 3 –– Product requirementsProduct requirements
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1. SKM cannot be used by attackers (internal or external) to leak 
information between coupled computers / networks.

2. SKM cannot be used (abused) to connect unauthorized peripheral 
devices.

3. SKM does not require any software application to be installed at 
coupled computers (note: not applicable for dual-head).

4. Coupled computers are not aware of the connected SKM device to 
prevent targeted attacks.

5. SKM does not store any user data temporarily or permanently – SKM 
must be a stateless device.

6. SKM shall have active (battery backup) and passive anti-tampering 
means to prevent physical tampering.

7. SKM shall support user authentication devices such as smart-card 
readers and biometric devices.

8. SKM shall be certified to Common Criteria EAL-4+

Security RequirementsSecurity Requirements
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1. SKM shall enable single user to seamlessly interact with 4 isolated 
computers.

2. SKM shall allow automatic switching between coupled computers 
based on mouse cursor location.

3. SKM shall work transparently on all Operating Systems (Windows, 
Linux, Sun, UNIX, MAC) and all platforms including Bloomberg 
terminal.

4. SKM shall help the user in finding the cursor current location.

5. SKM shall support user authentication devices such as smart-card 
readers and biometric devices.

6. SKM shall allow user channel selection through alternative modes 
(mouse wheel, keyboard shortcuts etc.)

Functional User RequirementsFunctional User Requirements
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1. SKM shall have minimum cabling to computers.

2. SKM shall have local settings including:

• Displays type, size, resolution, arrangements

• Single-head or dual-head installations.

• Cursor speed, acceleration, default screen, idle timer.

3. SKM shall not switch audio.

4. SKM shall not require any software components to be installed or any 
configuration of computers.

5. SKM can be installed under the user table or at other remote location 
(without user access).

Functional (Admin.) RequirementsFunctional (Admin.) Requirements
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4 4 –– HSL Solution HSL Solution –– KK304304
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• Financial users (traders)

• Defense, intelligence, 
command control C4I

• Homeland security

• Industrial control

• Airlines, transportation

Target VerticalsTarget Verticals
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KK304 304 -- New Secure KM SystemNew Secure KM System

User Display A

DVI

USB 
KM

USB 
KM

USB 
KM

USB 
KM

K304 Secure KM Switch

User Display B User Display C User Display C

DVI DVI DVI

User keyboard and mouse
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Keyboard and mouse 
device emulator

Keyboard 
host
emulator

Channel 
select 
switch

K304 Secure KM Block DiagramK304 Secure KM Block Diagram

Host DHost C

Computer BComputer A

Keyboard 
and mouse 
Host USB 
jacks

Channel select 
push buttons 
and LEDs

Keyboard USB 
jack

Mouse USB jack

K304 - Secure KM Switch

Keyboard and mouse 
device emulator

Keyboard and mouse 
device emulator

Keyboard and mouse 
device emulator

Optical 
Data Diode

Optical 
Data Diode

Optical 
Data Diode

Optical 
Data Diode

Mouse host 
emulator and 

System 
Controller



K304 Secure KM Switch
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User Display A

K304 Secure KM with DualK304 Secure KM with Dual--head PChead PC

Primary 
display DVI

USB 
KM

USB 
KM

USB 
KM

User Display B User Display C User Display D

Secondary display DVI DVI DVI

Special Mouse 
Driver installed

User keyboard and mouse
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K304 Secure KM with 4 computers and 8 displaysK304 Secure KM with 4 computers and 8 displays

USB 
KM

USB 
KM

USB 
KM

USB 
KM

K304 Secure KM Switch

User keyboard and mouse

Dual-head displays Dual-head displays Dual-head displays Dual-head displays
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User selection of Secure KM channel is done through:

• Front panel push-buttons (K304E only)

• Mouse wheel rotation (cycling)

• Keyboard shortcut

• Optional – Remote Desktop Controller

• Virtual Desktop Technology (VDT) Cursor control – channel selection follows 
pointing device cursor:

Channel SelectionChannel Selection

* Specific displays arrangement can be programmed in the field per user installation.

KM Switches from 
channel 1 to 3

KM Switches from 
channel 4 to 3

KM Switches from 
channel 2 to 3

KM Switches from 
channel 3 to 4

KM Switches from 
channel 3 to 2

1

2

3 4
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1. Filtered input for mouse only and another for keyboard only.

2. Rejects any composite / standalone peripheral function not approved.

3. Protection by physics – only physical tampering can cause leakage.

4. No shared peripherals or internal resources to prevent signaling 
attacks.

5. Mouse and keyboard traffic is unidirectional and passed through 
optical data diodes.

6. Active (battery backup) anti-tampering system.

7. Holographic Tampering Evident Labels.

8. Does not require software components in connected hosts (see note).

9. Optional CAC and Audio out switching. Optional high-isolation 
external microphone switching.

KK304 304 -- Security FeaturesSecurity Features

* Note: In dual head / quad-head applications special pointing device driver required.
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K304 Secure KM with 2 computers and 6 displaysK304 Secure KM with 2 computers and 6 displays

USB 
KM

USB 
KM

- Confidential - Patents Pending   -

K304 Secure KM Switch

User keyboard and mouse

Quad-head displays

Dual-head displays

Modified 
Mouse 
Driver
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5 5 –– CertificationCertification
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The K304 product is being evaluated to EAL 4+ based on NIAP Protection 
Profile Ver. 2.1.

Expected certification – Q1/2012

Security AccreditationSecurity Accreditation


