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Section 1- Introduction

Introduction Package Cdents

_ _ Inside product packaging you will find the following:
Thank you for purchasing thi®iSL SecureRemote Desktop _
Controller product| { [ w5/ nnn Aa I YIF22NJ §¢1§F§e§‘@9%4§}@m't G2 1 {[ Qa
SecureKVM products. This product provides an easy and intuitive ¢ CAT5 LAN cable, 1.8m
user interface to combl complex Secure KVM systems. This product _
enables textual browsing of the available networks / resources T ThisUser Manual
0§KNRBdAK O2f2N) RAaLI Il &od ¢CKA& LINPRdzOG AAIYAFAOFIYyGEe AYLINRGSA dza SN
situational awareness and therefore enhances security and
productivity for usersthat operates continuously in multiple
domains secure environments.
¢CKA& ! aSNJ alydzat LINRGARSa |ff GKS RSGIFIAfa @2dQft ySSR (G2 Ayaidlft
operate your newRDC in addition to troubleshootinguidance in
the unlikely event of a problem.

Important: This product is equipped with alwaps active anttamperingsystem. Any attempt to|
open the product enclosure will activate the atdimper triggers and render the unit inoperable.

L¥ (GKS dzyAliQa SyOf2adzNB | LIS NB RA & NidzhpérBds
{@AaGSY 21 a ¢NR3IISABR prodvchitom beR/iSesimnelfiafely anfl contact yq
system administrator or HSL Technical Support.

RDC440 Remote Desktop Controlléser ManuaNer 2.3



Section2 - Overview

Security Features
Common Criteria EA&L Listing

The Switchand the RDC ardisted by the Common Ciriteria
organization.HSL RDC446 Common Criteria validated to EAL 4+
(Evaluation Assurance Level 4) to assure thighest level of
protection. Product complies with standard higher than NIAP
Protection Profile 2.1

HSL Secure KVM Switch is the most advanced and secure
commercially available KVM Switch available todd$L RDC448

an accessory that designed to improve the usability of HSL Secure
KVMs and therefore mugtrovide a similar set of adanced security
features

Below is a summary cfome ofthe security features incorporated
into the RD(product

Improved User Situatinal Awareness

The RDC440 unit provides clear indications of selected channel
through number as well as programmable text and color.
Non-Reprogrammable Firmware

The RDCfeatures custom firmware that is not reprogrammable,
preventing the ability taemotely attackthe RD@ontrol logic.

Active Aways-On AntiTamper

Active RDC enclosureanti-tamper system prevents the RDC
electronic circuitry from being accessed and tampered willy
permanently disabling the product once tampering is detected.

HolographicTamper-EvidentLabels

Serially numbered holographic security tampegvident label is
placed on theRDGenclosuresurfaceto provide a visual indication if
the product enclosurénas been opened or compromised.

Secure Packaging
GC¢SIENI gl @é LI Ofeldelivery & th@pdudas a & SOdz
is routed to the end user.
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Section2 - Overview

Operational Features
Clear indications of DPP status

The HSL Remote Desktop Controller deviceras designedto
SYyKIyOS GKS dzaloAtAGe FyR S1as BP F;tD G5 glor £GD proyiges, gear andJnpiiye indications, of the: o v 5
Bebw is a summary of some of the@perational features
incorporated into the Product Manual and automatic display backlight adjustment

. The RDC color LCD designed to operate in wide range of lighting
Textual Display ohetwork / resource name conditions. High dimming ratio isavailable through manual
The RDC440olor LMD presents available network mbers along brightness control or tfrough ambient light sems automatic
with administrator programmable network / resource name in clear control.
text. Up to 16 channels may be displayed and controlled through _ _ _ _
the RDC440. Remote installaton using HSL Fiber Extenders

RDC may beollocatedg A 1 K (G KS dza SNDR& RA&LX | &5

Custom network / resource color and other peripherals to a distance of over 1,000 meters using a

The RDC440 LCBnables network / resource name coloring  Single optical fiber.
customization by system administrator to enable easy user

recognition. Multilanguage support
The RDC448upports network / resource name customizatiin
Easy KVM control throgh digital rotary encoder EnglishGermanFrench, Spanish, and Russian.
Large rotary encoder with rotation and push functions enable o
precision KVM user control. Administrator Lock / Unlock

Advanced RDC settings are locked to prevent access by
Clear textual RDC and KVM error messages unauthorized users. Administrator may access these settings

The RDC designed to provide clear error messages resulted from through the use of special unlock microSD card.
abnormal KVM or RDC operation

Easy onfiguration usingmicroSD card

RDC440 enables easy deployment of multiple systemgyuSave
and Load functions anghicroSD storage card
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Section2 - Overview

Equipment Requirements

Cables

HSL RDC requires one LAN cable%Gatd higher) to interface with Renote User Extension

the connected Secure KVM unit TheRDC44(@s compatible with the following types of Remote Fiber

Cable supplied with the unit is 1.8 meter long. You can use other Extender device:

cables with a maximum length of approximat8lgneters. . .
g PP n  HSL RFE720 Secure Remote Fiber Extender device

Note: Do rot use crossed cable. connected to the switch console ports; or:

1 HSL RFE740 Secure Remote Fiber Extender device
Important: RDC bus is not a LAN. Do not connect to PoE, connected to theswitch console ports.
switches or LAN ports grou may damage connected equipment | Note: use of other copper or fiber extender is not recommended.
RDC. While other solutions may worlith video and USBt would not

supportthe RDQhat uses a proprietary communications protocol
Secure KVM

You can connect the RDC440 only to HSL Secure KVM units that
supports RDC. For the latest information on produsipport see
HSL websitevww.highseclabs.com

Administrator Setyp Equipment

The RDC440 enables administrators to interface other standard

equipment to support an easy setup of one or multiple systehhe

T2t 26Ay 13 LJ- NI & FNE AyOfdzRSR Ay I { [ Q& w5/ t N2EINJ YYAY T YA
(CPNB192 that may be ordered from HSL:

1 Mini-USBplugto USB Typé\ receptacle adaptecable
 microSD card with custom file format sample
configurations and RDC setup unlock function.

In addition to the above kit, administrator may need a standard USB
keyboard to enable manual text and color programming.
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Safety Precautions

Please read the ftowing safety precautions carefully before using n The product has obvious signs of breakage or
the product: loose internal parts.
B Before cleaning, disconnect the product frotie B The product should be stored and used only in
coupled Secure KVM unit temperature andhumidity controlled environments
B Be sure not to expose the product to excessive I a RSTAYSR Ay GKS LINE R dzO ¢
humidity. specifications.

B Do not store or use for extensive period of time in
extreme termal conditions it may shorten product
life time.

B Be sure to install the product on a clean secure
surface.

B Do not place thdRDC cabla a path of foot traffic.

B If the product is not used for a long period of time,
remove theKVMQ & -madurit power supply from
the mains jack.

B If one of the following situations occurs, get the
product checked by a qualified service technician:

u [ AljdZAR LISYSUONIrGSa GKS LINRPRdzOGQa Ol aSo
m The product is exposed to excessive moisture
or water.

= The product is not working wellven after
carefully following the instructions in this
dza SNDa Yl ydz f o

m The product has been dropped or is physically
damaged.
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Section2 - Overview

Front Panel Features RDC440

1 ¢ DPP (Dedicated Peripheral Partdde selecpushbutton
2 ¢ RDC plastic enclosure

3-Color LCD

4 ¢ Tamper Evident Label

5 ¢ Rotary encoder knob (rotation arlish actions)

6 ¢ Ambient Light Sensor
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RearPanel Featureg RDC440

" ghSec—Lahs -

=

1 ¢ Power LED

2 - Mini-USB Programming Connector
3 ¢ microSD card slot

4 ¢ RDC cable RIb jack
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Section2 - Overview

Tamper Evident Labels Active AntiTampering System

The RDC440 unitsesa holographic tamper evident label to gvide HSLRDQAs equipped with alwayen active anttampering system. If
visual indications in case of enclosure intrusion attempis Tdbel mechanical intrusion is detected llye RDC antiamperingsystem,
indicates white dots or the text@&/OIEZ once removed. When the RDGwill be permanently disabled arshow a warning screen

opening product packaging inspect the tampering evident label If productis showing the one of the following screenplease call

If for any reasonthe tamper-evident label is missing, ggears your system administrator or calHSL Technical Support and avoid
disrupted, or looks different than the example shown here, please using that product.

call HSL Technical Support and avoid using that product.

{ N

RDC Anti-Tampering

System Triggered.
Call your system
administrator

RDC Anttampering triggered screen

i I

{ N

KVM Anti-Tampering
System Triggered.

Call your system
administrator

HSL Holographic Tampering Evident Label

>

Connected KVM Antampering triggered screen

10
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Product Specifications

Part No.
Enclosure

Power Requirements

No. of Channelsupported
No. of Users Supported
Displays Size
DisplayResolution
Display Color Depth
Display Technology

KVM Interfa@

Other Interfaces

User interface

Sensors

RDC44@ CPN06125
ABS Plastic

5V DC, 1A (maximum)
connected Secure KVM unit

from

16 maximum

1

3.5inch diagonal

240 (RGB) x 400

65K

a-Si with white LEDs for backlight

Rinp 21 0]
interface wses standard CAS LAN
cable.

- Mini-USBType Alemale connector
for administrator keyboard

connection (adapter cable must be

ordered separately)
- microSD card slot.

- Onerotary encoder with push
action

- DPP mode push button

Ambient light sensor

RDC440 Remote Desktop Controlléser ManuaNer 2.3
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Languages Supported

Operating Temp
Storage Temp
Humidity
Warranty

Dimensions

Weight

T 2 NJ This{ [ Q $ecukity Accreglitptiprp

Made in

Product design lifecycle

English, French, Spanish, German,

Russian

32°1t0 104° F (0° to 40° C)
-4° to 140° F-0° to 60° C)
0-80%RH, norcondensing

2 years can be extended to up to 7
years at cost.

140 (W) x90 (D) x110 (H) mm /
551 (W) x3.54(D) x4.34 (H) inches

0.25Kg. 0.551bs.)
Common Criteria EAL 4+
Israel

10 years per MHHDBK217E



Section3 - Installation

Beforelnstallation

Unpacking theProduct

Before opening the product sealed packaging inspect the seal
condition to assure that product was not accessed or tampered q
during delivery. If packaging seldloks suspicious contact HSL

support and do not use the product. q

After seal removal inspect packaging content to verify that required
components included. See packaging content list in [2agj@ove. ]

After the RDCremoved from itspackaging materials inspe the
tamperingevident label to assure that product is properly sealed. If
the label is damaged or missing contact HSL support and do not use
that product.

Where to locate theRDQ@

Thew5/ A a
As acess to the Secure KVM channel selection andtinuous
status monitoring is required from security standpoint, the RDC
must be locatedh Yy i K Sorindzdy fieNIofaview while working
with the display¢ @ LJA OF f t 20F GA2y Aa 2V
side of the display (for rightanded users) or at the lower left (for
left-handed users)

Product may be fixed to a rack or table using Velcro pads if
necessary.

iKS

Avoid direct sunlight or strong light sources reflections on the RDC

displayto preventuseRd Se&Sa Tl GA3dsSo
Product must be located in a secure and well protected
environment to prevent potential attacker access.

12
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Consider the following when deciding where to place Ri2C

User access to th&kDC rotary encoder knob and push
buttons is requied.

RDC to KVMables length. Cables typically may be extended
to a distance 08 meters.

w5/ YdzAaild ©0S Ay

GKS dzaSNRa& LINA YL

YSIN G§KS dzaSNRa RAaALX I &o

NJ NA IKG

(p))

t20



Section3 - Installation

Installation

First Power Up after RDC changed from another system
Step 1- Connecting theRDCo the KVMSwitch f If RDC was moved from a system having different cordtipn
See figure in pagg3for typical system installatia (for example different number of ports), the following error

Note: for installation instructions with Remote Fiber Extender message will appear at first power up:

(RFEY; refer to the RFE product User Manual.

1 Complete all Secure KVM installation steps as defined in the
applicable product User Manual.

Verify that the Secure KVM device is unpowered.

Usihg supplied RDC cable or any standard-EAT higher LAN
cable, connect the RDC-&J jack to the Secure KVM RDC jack.

Note: Connection must be direat ho switching or connections to
other devices allowed.

)l
)l

Step2 - Power up

1 Powerup user display
1 Powerup the Secure KVM.

I Verify that KVM front panel LEDs indicating that channel #1 ¢q Click on the Yes option to restore the RDC to factory defaults.

(default channel) is selected. The RDC will restart with proper system configuration. All
1 Check that RDC display is illuminated asfteck that it is previous system setiigs will be deleted.

indicating that channel #1is selected and no messages

appeared

Note: Green LED ahe back of the RDC indicating that the RDC is
properly powered. If LED is not illuminated refer to Section 5 below
for troubleshooting guidance.

13
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Section3 - Installation

Typical system installation diagram

User’s desktop

CAC Reader

\

RDC

User Display

e

Keyboard Mouse
s B
G 3
Headset

Y,

A

Network A Network C Network D

{ComputerA Computer B Computer CJ Computer ﬂ

Wall-mounted
power supply

HSL Secure KVM Switch device

14
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Section3 - Installation

Step 3¢ Administrator Configuration
9 Press the rotary encoder knob to enter tRDCSetup menu.ln

the RDCStup menu¢ move arrow with the rotary encoder to
the desired option and press the knob to select. To exit move
arrow to Exit keyat the bottom

Note: If RDC is connected after Secure KVM power up or if RDC was

Notice: Users are not allowed to access the Setup menu
should not modify device settings.

By default, only the following Setup options are accessibiketo

Hser: _ momentarily disconnected and reconnected, then RDC will be
1. System Information inoperative (Secure KVM will continue to work without and
3. Channels visibility interaction with the connected RDC).

4. Display backlight

Special microSD card with unlock function is needed to acce RDC Setup Lock / Unlock

RDC Setup options (should be ordered separately). Note: if unlock microSD card is not inserted into the RDC, only 3

Setup options are accessibiél other 5 options are grayed out and

Note: During Setup menu access the Secure KVM functions are inaccessible.
disabled (no display, keyboard, mouse or audio otjtpu

Note: When RDC is connected to a Secure KVM, the Secure KVM
front panel puskbuttons become disabled.

1 Move the arrow to theSetupkey using rotary encoder knob.

i RDC éeitup

— annels“\nsmlhty
RD 3 *Dlsplay backllght

*:t”ﬂhannel 1
2 Channel 2

}'Channel 3

T  When the unlock microSD card is inserted into the microSD slot,
the full RDC Setup menu becomes acces$#ld options are in
black color)

15
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Section3 - Installation

rﬁ information
T RDC440

123244

stem information : Egggé?—j —

omize channels - = nodel: K. ,,

nannels visibility ' 5/N: 000000

isplay backlight
conflguratlon

Option 2¢ Customize Channels
You_can enter customized text and. fonts color for each ane of the

Note:52y Qi F2NBSG G2 NBY2@S UKS dzf A udhl Whstormidk? chantleR Sotiofl 7). Noth b\ ext
setup completion. language may behanged using option 7 in the Setup menu as will
be shown below.

Option 1- System Information

The System Information screen provides some basic information Important Note:

about the RDC and about the connected Secure KVM. ThiS pyring channel customization or as long as the USB keyboard is
information may be essential before contacting HSL support. connected to the RDC, communication with the KVM is disabled and
KVM will show similar behavior as a tampeq@oduct to prevent
normal use. After customization is completedecycle the power to

Note: Some fields in the System informatiorresen may be blank or :
the system to resume normal operation.

zero if function not supported by the current system setup.

1 After selection of Customize channeglshe following display is
shown.You can click on channel 1 to enter desirext t& mowe
the cursor to any other channel as needed.

16
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Section3 - Installation

Note: At any time that the USB keyboard is connected to the
RDC, KVM may not be used and KVM behavior is similar to
tampered device. KVM Combiner will show fast automatic
sequencing of channels.

1 Selecting channel 1 will enable frext writing. Typing
language appears at the top of the screen (English in this
example).

I Text may be entered manually using a standard USB keyboard
that is connected to the RDC MidiSB Programming connector ,
f20Fr0SR G GKS doR to@WsB Tyjadkd LI y St off
adaptercan be orderedeparately.

1 You can use the right / left arrows to move and the delete key
to deletetyped text Also you can use: Home, End, Insert, Shift
and Caps lock as necessary.

17
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Secton 3 - Installation

ype text uéiinig keyboafd & -

 ThunderNe ' >1 ThunderNet

~ Channel 2 2 Channel 2

3 Channel 3
4 Channel 4

1 Use rotary encoder or keyboard arrows to move up and down in
the color palette. To select a colarpress keyboard enter or
rotary encoder knob.
:L:l'hunderNel 1 You can then move to the next channel or exit this Setup option
5 Channel 2 by pointing to the Exit key and pressing the rotary encoder
—— . knob. Exit key will return back to Setup menu.

-3 Channel 3

g@éﬁhannel 4 Note: After channel customization chang@vere applied recycle
—— J = power to the KVM. 8wer must be recycled before resuming normal

= 7 = systemoperation.

Option 3¢ Channels Visibility

The channels visibility setup allows the user or administrator to
Enable / Disable the RDC access to specific channels. This function
may beuseful if only some channels are alive at specific point in
time. Note that you may leave the KVM cables connected to
disabled computers even if RDC channel is disabled.

Whentext typingis completedpress thekeyboardenter key or
the RDC rotary encodeiThe RDC will prompt to enter text
color.

18
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Section3 - Installation

1 Press the rotary encoder knob to enter thi@rd menu optiong 1 When channel is disableglits line text will be grayn the RDC
Channels visibility Main menu screen. Still due to security considerations disabled
- : lines are still acessible to the user.

1 Scroll to the specific channel and press the rotary encoder knob
to disable or enable that channel.

Option 4¢ Display backlight

This RDC setup options allows the user or the administrator to
adjust the LCD backlight intensity.

Two modes of backlight intensity control are supported:

1. Auto modeg in this mode the backlight intertgiis adjusted
automatically by the system through ambient light sensing.
2. Manual mode¢ in this mode the user manually selecting
comfortable intensity by entering numbers from 1 (dim) to
10 (maximum brightness).
I To access this setup optierPress the rotey encoder knob to
enter theforth line ¢ Display backlight.

19
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Section3 - Installation

1

You can select Auto for ambient light sensor corrections or

manual toenter brightness value manually

In manual mode¢ use the rotary encoder to increaser

decreasethe indicated value ad press the knob to select a

value.

RDC440 Remote Desktop Controlldser ManualVer 2.3
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TDispIay backlight

1 For Auto modeg use the rotary encoder to check the Auto
mode checkbox. Brightness will adjust based on ambient light
sensor readings with 5 seconds average and delay to prevent
flickering.

Option 5 ¢ Load Configuréion

The RDC enables complete save and load of RDC configuration on a
special microSD memory card (same card that used to unlock the
RDC). This function may save time when system administrator
wants to deploy a small or large number of systems with similar
settings.

Note: Only microSD card supplied by HSL will work with RDC. Special
binary formatting required to properly operain in the RDC

Note: Do not use PC or devices other than HSL RDC to change the
files stored on this microSD or files / card maydyae unusable!

Note: During configuration loading from microSD card the KVM may
not be used. KVM behavior during configuration loading is similar to



Section3 - Installation

a tampered device. KVM Combiner will show fast automatic

sequencing of channels.

1 Make sure that the microS€ard B properly inserted at the RDC
microSD card slot before attempting to load a configuration file.

9 To access this setup optianselect the fifth line and gess the
rotary encoder knob to enter the Load configuration menu.

1 Once inthe Load configration <reen, you carscroll up and
down toselect theproper configuration file from the list

RDC440 Remote Desktop Controlldser ManualVer 2.3
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Note that configuration file must match the current system that the
RDC is connected to at the time of loading. Configuration file format
is RDC followed b8ystem Configuratiooharacter and the 3 digits

of sequential numbers.

System Configuration can be:

2 = 2port KVM
4 = 4port KVM
8 = 8port KVM
F = 16port KVM

Before you load a configuratianverify that this character matches
your current system configation or loading process will fail.

microSD cards supplied by HSL includes one sample configuration
file for each of the above system configuratioi¥au can use these
FAE{SAa AT @2dz RARY QU al @S @2dzNJ 02y ¥/
1 To load a fileg point to that file and press the rotary encoder
knob.
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1 In ase that the loaded file is corruptegithe following message
will appeard CAf S w5/ - / JTryito loAdzanothér filéHzLJi ¢

9 After configuration file was loaded recycle the power to the
system to resume normal operation.

1 It is recommended that afterconfiguration loading the
administrator will test each channel and option in the
configured RDC to verify that configuration process completed
according to the required setting.

Option 6 ¢ Save Configuration

Thissetup option allows system administratootsave the current
RDC configuration on the microSD card.

Once file was loaded successfujlyhe message in the picture Note: Only microSD card supplied by HSL will work with RDC. Special
above will be shown binary formatting required to properly operation in the RDC.

If loaded file is different from the current system configuration,  Note: Do not use PC or devices other than HSL RDC to change the
the following error message will appear: files stored on this microSD or files / card may become unusable!

1 Make sure that the microSD casiiroperly inserted at the RDC
microSD card slot before attempting to save a configuration.

1 To accesshe Save configuratiomption ¢ select thesixh line
and pess the rotary encoder knob to enter the Load

File configuration different configuration menu.
from KVYM model.

Load configuration

Load configuration from file like: RDCX..

wihere ¥ is KWV number of channels

- T

22
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o Followed bySystem Configuration charactésee above
in Load Configuration).

o Followed by 3 digits of sequential number (one more
than last file saved on that card)

Note that saved configuteon can be loaded only on systems with
same configuration.

Note that the microSD card supplied by HSL may sipréo 1,000
different configuratiorfiles.

1 The press the rotary encoder knob to save the current Option 7 ¢ Language

configuration into the card. _ ) .
This option allows system administrator to set the channel name

text language

Selected language will accept USB keyboard in that language and
enables customized channel text to appear on the LCD.

1 To access the Setup Language optioselect the seventh line
and pess the rotary encoder knob to enter thienguage
selectionmenu.

1 |If file save process was successfuhessage will appeawith
the saved file name. File name isfided automatically by the
RDC based on the following rules:

o RDC

23
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1 The language selection menu enables selection of: English
(default), Spanish,rénch, German and Russian.

1 Selected language appears at the top right corner of the screen
when channel text is entered.

24
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Russian Keyboard Layout

BRERBEREEREREREERN
Lo -{“"‘J‘.'—l:‘;‘/i"lei”ﬂ"J\'-"‘lm;l-”,‘\’(,\‘{g,‘
| CapsLock || d)l blﬂ Bjlajnjp [ o nj a| X | 3 ‘ Enter,i
e fafufcfmfunf )] 6]l Jon | ca
Lo A | L

(s [fwe [

Option 8 ¢ Reset to Factory Defaults

This function allows the system administrator to erase all RDC T
configurations and reset the product back to production state.

The RDC will prompt for reset approval. If Yes option is selected,
the RDC will reset and return back to factory settings

This function may be used be#® moving RDC from one
environment to another or to troubleshoot installation and
configuration issues.

9 To access the Setup Reset to factory defaults opgisalect the
eighth line and pess the rotary encoder knob to enter the
language selectiomenu.
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Section4 - Operation

Operation

When the Secure KVM and the RDC are properly installed and

configured, the system is ready for uggefault channkafter power
up is channel #all KVMs except for KVM combiness) indicated
by channel select LED #1 illuminatiirthe Secure KVM front panel
and on the RDC display.

In the following example we will use a feport Secure KVM to
demonstrate the RDCperation.

1. Channel selection

You can select which computer you wish to contising the RDC
through the following actions:

1 Default display after RDC and KVM power up indicating channel

#1. KVM channel selected is #1. Arrow is pointing to the default

channel #1.
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1 The user rotates the rotary encoder to move the arrow to
channel #2. KVM is still switched to channel #1.
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the red cursor.

1 The user presses the rotary encoder to select the channel where
the arrow is (channel #2). Cmael #2 selectedhs indicated by
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Section4 - Operation

1 The user may use keyboard shortcuts to switch to another
channel. In this example if the user types ContreControt4
the KVM switches to channel #4 as indicated in the RDC display.

9 The user rotates the rotary encodknobto move the arrowto
channel #2.

2. Normal goeration with DPP

DPP status is presented the right side of the display area (to the
right of the vertical divider line). This area is empty if no device
connected to the Secure KVM DPP.

In the following example we will use K204Pdart Secure KVM with
DPP cables connecting computers #1 anowl4.

1 Default display after RDC and KVM powsr. KVM channel
selected is #1DPP channel selected is #1. Channels 2 and 3
have an unpowered / unconnected DiRerface as indicated
by the X.

1 The user presses the rotary encoder to select channel #2.
Channel #2 is now selected as indicated by the red cursor. DPP
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